NHO®OPMALIMOHHAS TIAMSTKA
TUISI OBYYATIOIIMXCS 1J151 PASMEIIEHUS
HA O®PUINAAJIBLHBIX THTEPHET-PECYPCAX

C KOKJIbIM TOJIOM MOJIOJIE)KM B MHTEPHETE CTAHOBHUTHCS OoJiblle, a
IIKOJILHUKU OJHU U3 CaMbIX aKTUBHBIX MOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO
OTPOMHOTI'0 KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MpOoOIeMbl. JTa NaMsATKa
JO0JKHA TTIOMOYb Tebe 0€30MacHO HaXOUThHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMrmibroTepHblil BUPYC - 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaAMM,
OTIUYUTEIHLHOU OCOOCHHOCTHIO KOTOPOM ABIISETCS CHOCOOHOCTH K Pa3MHOXKEHHIO.
B nomnonHeHue K 3TOMY, BUPYChl MOTYT MOBPEAUTH WIIM MOJTHOCTHIO YHUUYTOXKUTD
Bce (haiiibl U JaHHBIE, MOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHU KOTOPOro Oblia
3alyllleHa 3apaKeHHas IporpaMma, a TakXke MNOBPEIUTh WIH JIaXe YHHUYTOKUTh
ONEpPalMOHHYIO0 CUCTEMY CO BCeMHU (aiamu B LeqoM. B OosbIIMHCTBE Clydyaes
pacupoCTPaHAOTCS BUPYChl UEPE3 UHTEPHET.

MGTOIIBI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Hcnonb3yii COBpEMEHHBIE ONIEPALTMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM;

2. [loctossHHO ycTaHaBiuBaih mauTtd (UUQpPOBBIE 3aIIaTKH, KOTOPHIE
ABTOMATHYECKH YCTAaHABIMBAIOTCS C IEIbI0 JOPaOOTKH MPOTPpaMMbI) U JIPyTHE
OOHOBJICHUSI CBOEH OINEpaliMOHHON cucTeMbl. CkauyuBail UX TOJBKO ¢ O(UIIMAIBHOTO
caiita pa3paborunka OC. Eciu cymecTByeT pekuM aBTOMAaTHYECKOTO OOHOBJICHUS,
BKJIIOUH €IO0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TMOJ IMpaBaMu IMOJIb30BaTENs, a HE
aAMUHUCTpAaTOpa. OTO HE TO3BOJUT OOJBIIUHCTBY BPEJOHOCHBIX IMPOTPAMM
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Hcnonb3yit aHTUBUPYCHBIE TIPOrPaMMHBIE TPOIYKThI H3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

S. Orpannub pU3MYECKUd JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Hcrnionp3yil BHENTHUE HOCUTETH HHGOPMAIIHH, TaKHe KakK (pielka, TucK
WM (ailr U3 MTHTEPHETA, TOJBKO U3 MPOBEPECHHBIX HCTOYHHUKOB,;

7. He otTkpbiBaii KOMIIBIOTEpHbIE (pailiibl, MOJYYEHHbIE W3 HEHAJEAKHBIX
MCTOYHMKOB. J{axke Te ¢aiiipl, KOTOphIE MpUciail TBOW 3HAKOMBIH. Jlydre yrounu
y  HEro, OTIPaBJIsUI JIU OH TeOE UX.

Cern WI-FI



Wi-Fi - 310 He BUJ niepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpPEHI,
mapka. Eme B 1991 rony HuaepiaHackass KOMIIAHUSI 3aperdcTpuUpoBajia OpeH.
"WECA", uto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", xoTopsiii
MEPEBOAUTCS Kak "OecpoBOgHAS TOUHOCTB .

Jlo Hamrero BpeMeHH Jolnia JApyras ab0peBuaTypa, KOTopas SBISETCS TaKOM
xKe TexHosoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHuE OBLIO JaHO €
HAMEKOM Ha CTaHJapT BbIcHield 3ByKkoBoWM TexHuku Hi-Fi, uro B mnepeBoje
O3HauaeT "BBICOKAsI TOUHOCTH'.

Ja, GecriiaTHBIA MHTEPHET-IOCTYI B Kade, OTeIsIX M a’dpornoprax sBISETCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOZa B MHTEepHET. HO MHOrme sKkcneprsl CYUTAIOT,

g0 o0meaoctymnabsie Wi-Fi ceTtn He sBsitoTcst 6€301acHBIMU.

CoBeTbl 10 0€30MaCHOCTH PabOThI B OOIIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenapaii cBoro audHy0 HHpOpMAIHio yepe3 odmienocTymasie Wi-Fi
cetu. PaboTas B HUX, eNaTeIbHO HE BBOAUTH NApOJIM JOCTYIA, JOTUHBI U KaKHE-TO
HOMEpA;

2. Wcnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOTpaMMbl U OpaHmayep. Tem
caMbIM Thl 00€30macuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. [Ipu ucnons3oBanuu Wi-Fi otkitoun pynkiuio "O0wmuid noctyn K (aitinam
u  npuHTtepam". JlaHHas PyHKIMA 3aKphITA [0 YMOJIYAHHIO, OJJHAKO HEKOTOPbIE

MOJIB30BAaTENIN aKTUBUPYIOT €€ JJIsl YI00CTBa UCTOJIb30BaHuUs B paboTe uin yueoe;

4.

He ucnons3yit myonuunbiit WI-FI ns nepenauu TM4HBIX JaHHBIX,

HalpuMcEp AJIA BbIXOJd B COMUAJIBHBIC CCTH WJIX B 3JICKTPOHHYIO IMOYTY,

5.

Ncnonb3yii Tonbko 3amuiieHHoe coenunenne yepe3 HTTPS, a ne HTTP,

T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6.

B mMoOunpHOM Tenedone otkimoun ¢ynkuuto "Tlogkmrouenne k Wi-Fi

apTomatnuecku'". He pomyckail aBTOMAaTHYECKOrO NOAKIIOYEHHUS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormiacusi.

CounuajbHbIe CeTH

CoruanabHbIe CETH aKTUBHO BXOJIST B HAIy KU3HB, MHOTHE JIIOJIU PabOTaloT 1
KUBYT TaM TOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUIHAP]] YETOBEK,
YTO SIBISIETCSI OJHOM CeIbMOM BCEX KMTEJICH IUIaHeThl. MHOTrHE I0JIb30BaTe/IM HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMH B COIIMAJIBHBIX CETAX, MOXKET
ObITh HalilecHa W WCIOJIb30BaHA KEM YTOJIHO, B TOM YHCJE HE 00s3aTENBHO C
0JIaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:



1. Orpanuyb CIUCOK Apy3eil. Y TeOs B ApY3bsiX HE TOJKHO OBITh CITyYailHBIX
U HE3HAKOMBIX JIFOJIEH;

2. 3amuinai cBOIO 4YacTHYIO ku3Hb. He ykasbiBaii maposu, TenedoHsl, aapeca,
7Ty TBOETO POXKICHUS U APYTYIO TUYHYIO HH(OPMAITHIO. 3IT0yMBITUICHHUKA
MOTYT MCIOJIb30BaTh J1a’ke HH(OPMAIUIO O TOM, KaK Thl U TBOU POAUTENN
IJIAHUPYETE MPOBECTU KAHUKYJIBI,

3. 3amuinai cBOO permyTaluio - IepKU €€ B YUCTOTE U 3ajaBail cede BOIpocC:
X0TeJ Obl Thl, YTOOBI APYTHE MOJIB30BATENN BUACIHU, YTO Thl 3arpyxaeib? [logymaii,
IPEXJIe YEM UTO-TO OMYOIMKOBATh, HAITUCATh U 3aTrPY3UTh;

4. Ecnu ThI roBOpHILIb C JIFOJIBMHU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YyH CBOE
peaibHOE UMS U JIPYTYIO JIMYHYI0 MH(OpMAalMU: UMs, MECTO XHUTEIIbCTBA, MECTO
y4eObl U MpoYee;

S. N30Geraii pazmenienus ¢potorpaduii B UnTepHeTe, rae Thl N300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOIOKEHHE;

6. HpI/I perucrpanunu B COI.[PIEIJIBHOI?I CCTHU H€O6XOI[HMO HCIIOJIB30BaTh
CJIOJKHBIC ITApOJIM, COCTOAINC U3 6YKB u I_[I/I(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHECC

1. JIns  couuanbHOW CETH, TMOYTHI W JPYyrUX CalTOB HEOOXOIUMO
HCIIOJIL30BaTh pa3Hble Mapoyiv. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBINIJICHHUKH
MOJIy4daT AOCTYM TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH

DJIEKTPOHHBIE JICHBIH - 3TO OUYEHb YJOOHBIN CIOCOO IIaTeXel, 0JHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTST MOJTYUYUTh ITH JICHBIU.

QHCKTpOHHBIC JCHBI'M ITIOABHUJIIMCH COBCCM HCAAaBHO M HMMCHHO HM3-3a 3TOI'O BO
MHOTI'HX I'OCyJapCTBax N0 CHUX IIOP HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun sxe oHM YHKITMOHUPYIOT U O HUX YK€ TIPOIKMCAHO B 3aKOHE, T/¢ X
pa3nensaioT Ha HECKOJIBKO BHIOB - aHOHUMHEBIE M HE aHOHMMHBIC. Pa3HuIia B ToM, 4T0
AHOHUMHBIC - O3TO T€, B KOTOPBIX paspemiaercs IPOBOAUTH omeparuu 06e3
UACHTU(UKAIIMK TIOJH30BATElIsA, & B HCAHOHMMHBIX HACHTHU(UKAIMS TOJb30BaTEIIs
SIBIISIETCS 00S3aTEIIHLHOM.

Taxke craemyeT pa3iauyarh DdJICKTPOHHBIC (UATHBIE JCHBIU (PaBHBI
rOCyJapCTBEHHBIM BAJIOTAM) W DJICKTPOHHBIE He(pUATHBIE JCHBIM (HE paBHBI

rocyaapCTBCHHbBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN pabOTe C ITEKTPOHHBIMU JEHBIAMU:



1. [TpuBsiku K cueTy MOOMIIbHBIN TenedoH. ITO caMblidl YIOOHBIN U OBICTPBIN
croco® BOCCTaHOBUTH AOCTyn K cueTy. [IpuBs3aHHbIil TenedoH MOMOXKET, eciu
3a0ynenib CBOM IUIATSXKHBIM TMapoibh WIM 3aiJiellb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonw3yir oxgHopaszoBeie mnaponu. [locne mnepexoma Ha YCHICHHYIO
aBTOpHU3alMI0 TeOe ye He OyIeT yrpoXkaTh OMAcCHOCTh KPaKW WM TepexBaTa
TUTaTEKHOTO TIApOJIs;

3. Bribepu cnoxubiii maponb. IlpectynmHukam OyneT He HpPOCTO Yraaathb
CJIOKHBIN Mapoib. HanexkHble mapoiu - 3TO Mapoju, KOTOPBIE COEPKaT HE MeHee §
3HAaKOB M BKJIIOYAIOT B Ce€0sl CTPOUHBIE M MPOIHUCHBIE OYKBBI, HU(PH U HECKOIBKO
CUMBOJIOB, TakuMe€ KaK 3HaK joiuiapa, (yHTa, BOCKIMIATEIbHBIA 3HAK W T.II.
Hampumep, $tROng!;;

4, He BBOIM CBOM TMUYHBIC TaHHBIC HA CaiiTaX, KOTOPBIM HE JOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

ONEeKTpPOHHAs IOYTa - 3TO TEXHOJOTUS U MPENOCTaBISEMBIE €10 YCIYTH IO
HEPECHUIKE U MOIYYEHHIO IEKTPOHHBIX COOOIIEHUMN, KOTOPBIE paclpeAesaioTcs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM IMOYTOBBIA SIIMUK  BBITJISAUT
CJIEYIOIIKUM 00pa3oM: UMs_IO0Jb30BaTeA(@WHUMsL_OMeHa. Taxxke KkpoMe nepenadn
MIPOCTOr0 TEKCTA, UMEETCA BO3MOKHOCTh MEPEIaBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHON pabOTe C JIIEKTPOHHOU MOUTOM:

1. Hano BbIOpaTh mNpaBWIbHBIA TMOYTOBBIA CepBHC. B HMHTEpHETE €cTh
OrPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO Jy4YIIE JAOBEPATH TEM,
KOT'0 3HA€IIb U KTO NIEPBBIN B PEUTHHIE;

2. He yxa3biBail B InuHO noyTe JIMuHyt0 uHpopmanuto. Hapumep, myumie
BbIOpaTh "My3bIKanbHbIM _(hanat@" nmm "pok2013" BmecTo "Temal3";

3. Hcrnons3yil IByX3TaHYIO aBTOPHU3ALUI0. DTO KOI'/1a IOMUMO HapoJis
HY>KHO BBOJUTH KOJI, MPUCBLIAEMBIN 110 SMS;

4, BriOepu cnoxxHbIN maposb. J1Jist KaK10To MOYTOBOTO SIIKMKA JOJIKEH ObITh
CBOM HAJEKHBIW, YCTOWUHUBBIM K B3JIOMY apOJib;

S. Ecau ecTh BO3MOKHOCTB HAIllUCATh CAMOMY CBOM JIMYHBIN BOIIPOC,
VCTIOJIBb3YH 3TY BO3MOXHOCTb;

6. Hcrnonb3yli HECKOJBKO TMOYTOBBIX SIIMKOB. IlepBbIM [JIsi YacCTHOU
MEPENUCKU C aJpecaraMu, KOTOPBIM Thl JIOBEpPSEIIb. JTO 3JIEKTPOHHBIN aJpec HE
HAJI0 UCTIOJIh30BATh MPHU PETUCTPAINHU Ha (OopyMaxX U CalTax;



1. He oTkpbiBaii ¢ailnibl U apyrue BIOKEHHS B MUCbMax, JaXe €CIM OHHU
OPUIILIM OT TBOMX Jpy3el. Jlyuiie yTOYHM y HUX, OTIPABISIIM JU OHH TeOe 3TU
(aiibr;

8. [Tocne okoHYaHUs pabOThI HA IOYTOBOM CEPBUCE MEPE 3aKPHITUEM
BKJIQJIKW C CAUTOM He 3a0y1b HakaTh Ha "BeidATH".

KuoepOyjimHr ujim BUPTyaJbHOE H31€BATEJIbCTBO

KubepOymmar - npeciae0BaHue COOOIICHUAMHU, CoJIepIKaIIMMHU
OCKOpOJICHUS, arpeCCHI0, 3aIyTUBAHNE; XYJIUTAaHCTBO; COIMMAIEHOE
OOWKOTHPOBAHNE C TIOMOIILIO PA3INYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOSPOYIITUHTOM:

1. He Opocaiica B 60ii. JIydmumii cioco0: mMOCOBETOBAThCS Kak ce0si BECTH H,
€CJIi HEeT TOro, K KOMY MOXHO OOpaTUThCs, TO BHauaje yCHOKOUThCS. Eciu T
HauyHEUIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpOJIEHUS, TO TOJIBKO elle OoJblie
Pa3z0oAOKeIb KOH(IIHKT;

2. VYnpasnsaii cBoeil kubeppernyTranuei;

3. AHOHUMHOCTB B CETH MHUMAS. CYIHGCTBYIOT CITOCOOBI BBISICHUTD, KTO
CTOHUT 34 aHOHUMHBIM dKKayHTOM;

4, He croutr Bectu xynuranckuii oOpa3 BHUpPTyaJibHOW >ku3HU. MHTEepHeT
(uKCHUpyeT Bce TBOM JEWUCTBHS U COXpaHSeT HX. YJauuThb WX OyAeT KpaiHe
3aTPYAHUTEIBHO;

5. Co0buroail cBOrO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunuunbli  HeraTtuB. OJHOpa30Bble OCKOPOUTENHHBIC
COOOIIIEHUs JTydIlle UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpailaeTcs Ha HadaabHOM
CTaJInH;

1. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU, B
COIIMAIbHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKHM OTHPABKUA COOOIIEHUN C
ONPENICIICHHBIX aJPECOB;

8. Ecnu 11 cBuaerens kubepOyiinHra. TBoM NEUCTBUSA: BBICTYNIUTH MPOTUB
npeciaenoBarens, MOoKa3aTb €My, 4YTO €ro JCHCTBUS OLIEHMBAIOTCA HETaTUBHO,
NOJAJIEPXKAaTh JKEPTBY, KOTOPOM HYy)XHA TICUXOJOTHYECKas TIOMOIIb, COOOIIMUTH
B3pPOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEICHUS B CETH.

MooOuibHbIN TesaedoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHIIETHI COAEPKAT B c€O€ BIOJTHE B3POCIIBIN
GyHKIIMOHAN, W TENeph OHU MOTYT KOHKYPHUPOBaTh CO CTAaIllHOHAPHBIMU



KOMIIBIOTCPpAMMU. OI[HEII(O, CpECACTB 3allnUThl AJId HOI[O6HLIX YCTpOﬁCTB ITIOKa O4YCHb
MaJIo. TCCTHpOBaHI/Ie U IIOUCK YSIBBPIMOCTeﬁ B HUX IMPOUCXOAUT HEC TAK
HMHTCHCHUBHO, KaK OJIA HK, TO K€ CaMOe€ KacaeTcs 1 MOOMIBLHBIX HpHJ’IO)KGHHﬁ.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl yiKe NPAKTUYECKHU JOTHAIU HACTOIbHBIE
aHAJIOTH, OJHAKO paciMpeHne (yHKIHOHAIA BiIeUeT 3a Cco00H OOoNbIIyIo
CJIO)KHOCTh M MEHBIIIYIO 3aIlUIIIEHHOCTb.

I[aJIGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/I5{, 3aKPbIBAIOIINUC
KPUTHYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIEC COBETHI JIJIsI 0€30MaCHOCTH MOOMIBLHOTO TenedoHa:

Hudero He sBisieTcss mo-HacTosmeMy OecruiatHbIM. Byap ocTopokeH, Belb
Korja tebe mpeiararT OecIIaTHbII KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCITYTH;

Hymaii, npexae yeM otnpaBuTbh SMS, ¢hoto mnm Buaeo. Tol TOUHO 3HAEUIb,
r7e OHU OyTyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETro cMapT(dhoHa;
Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbl U1 MOOMJIBHBIX TEJIE(POHOB;

He 3arpy>1<aﬁ IMPHUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCIAb OHH MOIYT
COACPKATb BPCAOHOCHOC IIPOIrpaMMHOC 06CCH€‘I€HI/IG;

[Tocne Toro Kak Thl BBIWIEIIL C CaliTa, T/ BBOJAWI JUYHYIO HH(POPMAIIHIO,
3aiiiu B HaCTpolKku Opaysepa u yaanu cookies;

[Teproauuecku TpoBepsiii, KaKKe IUTATHBIC YCAYTd aKTHBUPOBAHBI Ha TBOEM
HOMeEpeE;

JlaBaii cBOil HOMep MOOMIBHOTO TenedoHa TONBKO IOJISAM, KOTOPBIX ThI
3HaCIIb U KOMY JIOBEPSEIIIb;

Bluetooth gomxeH ObITh BBIKIIOYEH, KOTrJa Thl UM HE mojib3yemnibes. He
3a0bIBail MHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UTPBI - 3TO  KPAacOYHbIE,  3aXBaTbIBAKOLIUE
pa3BiieueHus, OOBEAUHSIONIME COTHH THICSY YE€IOBEK MO Bcemy mupy. WUrpoku
UCCJIEIYIOT JAaHHBI UM MHp, OOLIAIOTCA OPYT C APYTOM, BBIIOJHSIOT 3aJaHUs,
CPaXXarOTCS C MOHCTPAMHM M TOJYYarOT ONBIT. 3a YAOBOJBCTBUE OHM ILIATAT:
NOKYMNaroT AUCK, OTUIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KAKME-TO OILIUU.

Bce aTu cpencTBa uayT Ha NOAAEP)KAHUE U PA3BUTHUE UTPHI, & TAKKE HA caMy



0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPHU3AIINH, BBIMTYCKAIOTCS HOBBIE
naT4yu (UQpOBbIE 3aIJIATKA JUTsl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B MOJ0OHBIX UTPAX CTOUT OMACATHCA HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kl TBOEro MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPH3alUU OOJBIIMHCTBA
Urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'0 aKKAYHTA:

1. Ecnu npyroit urpok BeaeT cedst mi1oxXo WK co3/1aeT Tede HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. [Toxamnyiics agMAHUCTPATOPAaM UIPBI HA TUIOXO€ MOBEACHUE ITOTO UIPOKa,
JKEJATEJIbHO PWJIOKHUTh KaKHE-TO J10KAa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3piBaiil tnunyo nHGOpMaIuio B podaiiie urpsl;

4, YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuinaabHbIE TATYX U MOJIBI;

6. Hcrnionb3yil cliokHbIE U pa3HbIe MapoIIy;

7. Jlaxke BO BpeMsI HTPBI HE CTOMT OTKJF0UaTh aHTUBHpPYC. [Ioka ThI UTpaenis,

TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.
OUIIMHT WM KPAaKa JUYHBIX JTaHHbIX

OOBIYHOM KpaXKkeil IeHEeT U TOKYMEHTOB CETOHS YK€ HUKOTO HE YAUBUIIIb, HO
c Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIILICHHUKA TEPEMECTHIINCH B
MHTEPHET, U MPOAOJIKAIOT 3aHUMAThCA "TIOOUMBIM" J1ETIOM.

Tax mosBUIACh HOBas yrpo3a: HMHTEPHET-MOIICHHWYECTBA WM (DUIIHHT,
rJIaBHasg 1eJb KOTOPOTO COCTOUT B MOJIYYEHUM KOH(PHUACHUUATbHBIX JIaHHBIX
M0JIb30BATENICH - JJOTMHOB W maposieil. Ha anrmmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHast noBas, password - mapob).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Thl momo3peBaeiib, 4TO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HeoOXoauMO  3a0JIOKMpOBaTh €€ M COOOIIUTH
aIMUHHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonb3yit Oe3omacHble BeO-CalThl, B TOM YKCIIe, UHTEPHET-MAra3uHoB U
ITIOMCKOBBIX CHCTEM;

3. Hcnionp3yil crnokHble W pa3Hble mapoiu. Takum oOpa3om, ecinu Teds



4.

B3JIOMAIOT, TO 3JI0YMBIIINICHHUKH TIOJTy4aT JOCTYIT TOJBKO K OJJTHOMY TBOEMY
MpOoQIITIO B CETH, a HE KO BCEM;

Ecimm  Tebs B3JIOMAaJIM, TO HCO6XO,ZII/IMO npecaynpcanuTb BCCX CBOHUX

3HAKOMBIX, KOTOpbIE JOOABIECHBI y T€OS B APY3bSX, O TOM, UYTO T€Os B3JIOMAIHU H,
BO3MO>XHO, OT TBOEr0 MMEHHU OYJEeT pacChUIaThCs CIaM M CChUIKM Ha (DUITMHTOBBIC

CalThI;

S. YcranoBu HagexHbIi mapoins (PIN) Ha MoOMIbHEIN TenedoH;

6. OTkiIr04M coXpaHeHHe apoJs B Opaysepe;

7. He oTkpbiBaii Qailnibl U apyrue BIOKEHHS B MHCbMax, JaXe €CIU OHU

MPUILIA OT TBOWX Apy3el. Jlydie yTOuHM y HHX, OTHPABISUIA JIU OHU TeOE ITH
(baibl.

(0)

Hudposas penmyranus

]_II/I(prBaH penyTanusa - 9TO HCraTHuBHAA WK ITIO3UTHBHAA I/IH(i)OpMaHI/IH B CCTH
Tebe. KOMHpOMeTI/Ipy}OIHa}I I/IH(bOpMaI_[I/IH, Pa3sMCIICHHAsA B HHTCPHCTC, MOKCT

Cepbe3HBIM 00pa30M OTPa3UThCs HAa TBOEH peanbHOM xu3HU. "Lludposas pemyranus"
- 3TO TBOM UMHJIK, KOTOPBII popMuUpyeTcst u3 uHpopmalu o Tede B MHTEPHETE.

1.

TBoe mecTo KHUTCJIBCTBA, y‘-I€6BI, TBOC ¢)HH3HCOBO€ IIOJIOXKCHHUC, 0COOECHHOCTH
XapaKTepa U paCCKa3bl O OJIM3KHUX - BCE OTO HAKAIlJINBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICJICHHO OTHOCITCSA K MyOJHUKAIlUM JIMYHOU
uHopmanmu B MIHTEepHETE, HE TMOHMMAasi BO3MOXKHBIX MOCIEACTBHI. Thl gaxke He
CMOXeEITb JOTaIaThCcs 0 TOM, 4TO (oTorpadus, pa3MelieHHas 5 JeT Ha3aa, crajia
MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KomMmMmeHTapuu, pasmenieHre TBOUX (GoTtorpaduil U apyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)K€ IIOCIE TOr0, KaKk Thl MX YJIaluIlb. Tbl HE 3HAECIb, KTO
coXpaHwi1 ATy uUH(pOpMaNUIO, TMOMaja JId OHAa B TIOMCKOBBIE CHUCTEMBI U
COXpaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAlOT O TeOe OKpY)KAIoIIHEe JIIO/AH,
KOTOpbIE€ HAWIyT U YBUAAT 3T0. HaliTh nHpOpMannio MHOrO JIET CIYCTS CMOKET
00011 - KaK 13 100pbIX NOOYKACHHM, TaK U C HAMEPEHUEM NPUYMUHUTD Bpell. ITO
MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI MO 3allIUTE HU(PPOBOI permyTaluu:

[Togymaii, mpesxie yeM 4To-To MyOJIMKOBATh U MepeiaBaTh y ceOs B Oyiore

WJIM B COLIMAJILHOM CETH,

2.

B Hactpoiikax npoduisi yCTaHOBM OTPaHUYECHHS] HA MPOCMOTP TBOETO



3.

pouIIs U €ro COACPIKUMOTO, CACIIal €ro TOJBKO "1ist py3eit'”;

He pa3mMemaii u He yka3biBaii HH()OPMAITHIO, KOTOPAst MOXET KOTO-TH00

OCKOPOJIATH UJIH OOMKATh.

K

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKH - AaKTUBHBIE IIOJIB30BAaTEeNH LU(PPOBOTO
npoctpancTBa. OpHaKo [daneko HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTHMH
BO3MOXKHOCTSIMH ~ IIMPPOBOrO  MHUpa TpeOyeT coONtoJeHHUs TpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTyallbHasE COOCTBEHHOCTH' OTHOCHUTCS K pa3IMYHBIM
TBOPEHUSM YEJIOBEYECKOr0 yma, HauMHas C HOBBIX M300pETEHH M 3HAKOB,
0003HavyarIKX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYUBasi KHUTAMH,
dboTorpadpusiMu, KHHOQUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE IpaBa - 3TO IpaBa HAa MHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAyKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE IIPABa BBICTYIIAOT
B Kau€CTBE FapaHTHH TOTO, YTO MHTEJUIEKTYaIbHBIA/TBOPUECKUN TPy aBTOpa HE
OyJeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKXHOCTU 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpyAa, MOJYyYUTh M3BECTHOCTh M Npu3HaHue. Hukto 0e3
paspelIeHUss aBTOpa HE MOXET BOCHPOM3BOJMWTL €r0  IPOU3BEICHUE,
pacnpocTpaHsATh, MyOJIMYHO JAEMOHCTPUPOBATh, IMPOJABATH, WMIIOPTUPOBATH,
IycKaTh B MPOKAT, MyOJIMYHO UCIIOJHATD, OKA3bIBATH/UCIIONHATh B 3(UpPE WUIIH
pasmemate B MHTEpHETE.

Hcnionp3oBanue "mupatckoro” mporpaMMHOTO 00€CTIeueHUsT MOKET
IPUBECTH
MHOTHUM pHCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM 10 OJOKUPOBKHU

TBOETO YCTPOMCTBA, TI€ YCTAHOBJICHA HEJleralibHas mporpamma. He cTtouT takke
3a0bIBaTh, YTO CYIICCTBYIOT JIeTaJbHbIE W OCCIIaTHBIC MPOrpaMMBI, KOTOPHIC
MO>KHO HAUTH B CETH.

O noprane

CeteBu4OK.p( - TBOM TJIaBHBIM COBETUMK B CETH. 3/1€Ch Thl MOKEIIIb Y3HATh
0 O€30MacHOCTH B CETU TMOHATHBIM U JIOCTYIHBIM SI3BIKOM, a IIpHU
BO3HUKHOBEHUU KPUTHUYECKOW CHUTyalluUd OOPATUThCA 3a COBETOM. A TakKke
MPUHSATH y4aCTHE B KOHKYPCAX M CTaTh CaMbIM ITU(PPOBBIM TPak TaHHHOM !



